
Privacy and Security: Exceeding 

Customer Expectations in the 

Information Age
2016 Privacy Security CSI Refresher Training

Proprietary and Confidential



A message from Lisa Martinelli

Vice President and Chief Privacy Officer

We live in the Information Age.  Every day, all of us create and use massive amounts of data about ourselves and others. Consider this: 

every minute, 204 million emails are sent, and 2.4 million pieces of content are posted on Facebook. Information about us and our customers 

is everywhere.  

Health care is constantly evolving and is a highly dynamic industry - and providing our customers with the highest quality health care 

experiences and outcomes depends upon us having access to the right health care data. Whether we’re processing a claim, documenting 

notes in a medical record, developing a mobile app or a new product strategy, or leaving a voicemail for a customer, all of use some form of 

health care data every day. 

As employees of The Company, we share the tremendous opportunity to gain great knowledge and insight from health care data to provide 

life-altering, and life-saving services to our customers.  This opportunity is a privilege, and with all privileges, it comes with responsibilities. 

Despite the fact that data is everywhere, and perhaps because of it, few things are more important to our customers than the privacy and 

integrity of their most personal information. They’ve entrusted us. And their expectations of how we treat their information are very high. 

When it comes to our customers, all of us are responsible for exceeding their expectations. So how do we do that?

Preserving customer privacy means we must do more than stay vigilant.  We must be empowered with the understanding and tools to use 

information correctly and responsibly, to act in accordance with all necessary security safeguards, and to comply with the various data 

sharing laws, ethical frameworks, corporate policies and procedures.  

This annual privacy and security refresher training will provide you with the tools to help you make the right decisions and to know where to 

take your questions whenever you’re unsure.  As you work through the scenarios and read through the information, remember that our 

customers expect every one of us to get it right. Yes, taking this training is required by law. But understanding it and following its teachings is 

required by our customers.

Just as land was the raw material of the agricultural age, and iron was the raw material of the industrial age, data is the raw material of our 

Information Age. The choices we make about how we use and manage our customers’ information, our behaviors, and our actions are as 

important as any other decision we make on behalf of our customers and our business.  We have to get it right.

When it comes to exceeding expectations, we don’t often get second chances. I ask all of you to preserve our customers’ trust and 

confidence by protecting their personal information, and all of The Company’s confidential information. Even though health care is a 

constantly changing industry, what hasn’t changed is our commitment to customers’ health, satisfaction, and to meeting and exceeding their 

expectations.
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New developments in technology are constantly 

changing the way we acquire, use and store information 

in the world around us. We live in the information age. 

Think about the products that are available to us today 

such as bracelets that track how many steps you’ve 

taken a day or camera devices that allow you to instantly 

share pictures and your location with just a click of a 

button or swipe of a finger. 

While these devices may improve our lives, they also 

expose you and The Company to numerous 

vulnerabilities. 

The Information Age
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With the dawn of this information age, the Federal Trade 

Commission or FTC has authority to take action against 

deceptive or unfair practices by the makers of these 

devices and other collectors of personal information. 

When you log onto a portal to view your test results or 

wear healthcare devices that link to the internet, you’re 

already a part of the information age. 

The Information Age
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Data analytics is used in many industries to allow 

organizations to better understand customer preferences 

and other useful business information. “Big Data” is a 

catch all phrase that describes how large amounts of 

data can be used to understand, analyze, and forecast 

trends in real time. The Company is expanding our 

analytic capabilities through enhanced data 

management to better understand the health of our 

members and patients. 

These findings can lead to improved healthcare 

outcomes, more effective marketing, enhanced 

customer service and new product opportunities. 

The Information Age
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Healthcare Breaches

The healthcare industry is vulnerable to attack. Just this past year, three Blue Cross 

Blue Shield plans experienced significant breaches of information which impacted 

tens of millions of members. These breaches not only can damage the trust and 

reputation of an organization, but are also harmful to those individuals who are 

victims of the breach.
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Healthcare data is the most valuable data available to 

criminals today.  Criminals can sell health care 

information for as much as $300 a record. The 

information contained in health care records has a much 

longer lifespan compared to financial data which 

becomes worthless when the customer cancels their 

credit card or account. Unlike credit cards, Social 

Security numbers can’t be cancelled and the information 

contained in a health care record can allow criminals to 

commit insurance fraud and other malicious activity such 

as medical identity theft. In addition, these breaches 

compromise the integrity and accuracy of the victims’ 

health care record. 

In this Information Age, the data that we have is also 

valuable to us as an organization as it is the raw material 

for what we do. 

Healthcare Breaches
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Healthcare Breaches

In addition to cyberattacks, 

fifty percent of data breaches 

in healthcare occur as a 

result of human error. 

So what can you do to help?

The information that will be covered in 

this refresher course is specifically 

designed to help ensure that you are 

armed with the tools that you need in 

order to help protect the valuable 

information that is entrusted to us. You 

are the eyes and ears of The Company 

and play a critical role in preserving our 

customers trust. 
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Confidential Information

The first tool to help arm you with the information that you need to help exceed our customers’ 

expectations, is to make sure that you know what information is protected. Our obligation to protect 

information extends to all categories of Confidential Information, but what is Confidential 

Information? 



The Company considers the following categories of 
information to be Confidential Information: 

Confidential Information is defined as all information either generated by The Company or 

made available to The Company for purposes of conducting its business operations. 

So, what exactly does that mean? 

Essentially everything that you do while working for The Company involves using some form 

of Confidential Information. Every email that you send, any documents or files that you 

create during the course of your job are all owned by The Company and considered to be 

confidential. Confidential Information can exist in many forms, including electronic, paper and 

even a conversation. 

Some categories of Confidential Information may overlap one another. For instance, group 

customer account information may also be considered competitively sensitive. 

Over the next few slides we will review just some of the most common examples of 

Confidential Information that you can identify in your day-to-day activities. 



Protected Health Information (PHI)
 PHI is any member or patient-identifiable information that relates to an 

individuals’ past, present or future medical condition or payment for his or 

her healthcare.  

 PHI exists in different forms such as on paper, electronic or even verbal 

information.

 For a complete list of PHI data elements, please refer to the The Company 

Handbook of Privacy Policies and Practices.

 HVHC, Visionworks, PC Associates, and Davis Vision Associates should 

refer to the Davis Vision Privacy Policies and Handbook and other related 

HVHC Policies found on the Davis Vision Intranet, or they can contact their 

manager for a copy. 

Some examples of PHI:

• Name

• Date of Birth

• Address 

• Social Security Number

• Email address

• Diagnosis

• Unique member identification (UMI)

• Patient account or medical record number



Human Resources Information

Salary Information

Performance 

Evaluation

Human Resources Information is information that is maintained by the 

Human Resources Department or that is related to members of the The

Company workforce. 

Some examples of Human Resources information are: 

• Performance evaluations and disciplinary history

• Salary grades and

• Employee information such as an employee’s home address, cell 

phone number, age, gender, length of service and disability status

Employee 

Information



Group Customer Account Information

Group customer account information includes 
information generated by or shared with our 
group customers. 

For example, enrollment information regarding 
members who are covered by a certain group, 
claim utilization reports or group premium 
information. 

With our self-insured group customers, we may 
have additional privacy and security obligations 
such as reporting all privacy incidents within a 
specific time period. 



Competitively Sensitive Information (CSI)



Personally Identifiable Information (PII)

 Personally Identifiable Information or PII, is any information about an 

individual that can be used on its own or in combination with other 

information to identify, distinguish or trace an individual’s identity. 

 Some elements of PII can also be Protected Health Information. 

 For a complete list of data elements, please refer to the The Company 

Handbook of Privacy Policies and Practices. 

• HVHC, Visionworks, PC Associates, and Davis Vision Associates should 

refer to the Davis Vision Privacy Policies and Handbook and other 

related HVHC Policies found on the Davis Vision Intranet, or they can 

contact their manager for a copy.

Some examples include:
• Name

• Mother’s maiden name

• Passport number

• Education history such as name of high school

• Date or place of birth

• Drivers license number

• Email address



Non-Public Personal Information 
(NPPI)

Non-public personally identifiable financial information 

provided by a consumer or to a consumer by a financial 

institution resulting from any transaction with the consumer 

or any service performed for the consumer or otherwise 

obtained by the financial institution. 



Proprietary Information
Proprietary Information is information in which The 

Company has an ownership interest. 

Everything that you create here at The Company –

such as marketing and sales information that reveal 

our strategies, business plans, work emails, policies, 

operating procedures, innovative research data –

these are all examples of data that is owned by The 

Company and therefore considered proprietary 

information. 

This training that you are taking right now is an 

example of proprietary information. 



Financial Information 

Financial Information includes non-public 

information maintained in the normal 

course of business by The Company’s 

finance area such as credit card 

information and non-public investment or 

tax information.



Provider Information
Includes any non-public provider-specific 

data:

• Payment information such as contract 

terms with payers

• Proprietary fee schedules 

• Peer review information

• Certain credentialing information



WOW!! Why do 

we have to 

protect all of this 

information?



First, there are Federal regulations such as HIPAA and HITECH as well 

as state privacy and consumer protection laws which require us to protect 

information. Regulators like the Department of Health and Human 

Services and the Federal Trade Commission have rigorous enforcement 

over their subject matter areas within healthcare. 



Also, The Company and its affiliates are obligated to protect Confidential 

Information through various types of agreements and contractual clauses.

Most importantly, remember that our customers are at the center of 

everything we do. They expect us to safeguard their information and we 

must be committed to exceeding their privacy expectations. Customers 

often times hold us to a higher standard than even the law requires. 

Protecting our customers’ data is the cornerstone of their trust and 

confidence in the The Company name. 

Violations of any of these obligations can subject The Company to loss of 

business, severe damage to our reputation as well as civil or criminal 

liability. That is why, here at The Company, protecting Confidential 

Information is everyone’s responsibility. 



Policies and Procedures 

So how do you know how to comply with all of these 

requirements? 

The Company has adopted corporate policies to give 

guidance to all members of its workforce concerning the 

handling of Confidential Information. 

It is important for you to know the policies and where to 

find them as you are required to understand and follow 

them faithfully. 

Read through the next few slides to review each of the 

policies and procedures, and to find out where they are 

located. 



Policies and Procedures 
Handbook

Preserving Trust through Privacy and Information Management Policies and 

Procedures (Handbook)

The Handbook outlines The Company’s Privacy program and provides the 

framework for handling all Confidential Information. The Handbook is found 

on The Company’s Intranet sites and is also available in hardcopy form. You 

may check with your manager to obtain a copy. 

HVHC, Visionworks, PC Associates, and Davis Vision Associates should refer 

to the Davis Vision Privacy Policies and Handbook and other related HVHC 

Policies found on the Davis Vision Intranet, or they can contact their manager 

for a copy.



Policies and Procedures 
Information Use, 

Management and Disclosure 

Policy

This policy describes the specific data sharing policies and 

processes for each classification of Confidential Information. 

This policy is found on The Company’s Intranet sites.

HVHC, Visionworks, PC Associates, and Davis Vision 

Associates should refer to the HVHC Policies found on the 

Davis Vision Intranet or they can contact their manager for a 

copy.



Policies and Procedures 

CSI Policy 

The Policy for Protecting Competitively Sensitive Information 

(CSI) has been adopted throughout each area of the The

Company enterprise to protect CSI against inappropriate access, 

use or disclosure among The Company and members of its 

workforce. The CSI policy also describes the firewalls that are in 

place to separate and restrict data between the businesses and 

companies that form the The Company enterprise. The CSI 

policy is also a public policy and can be found on the 

Pennsylvania Insurance Department’s web site. This policy is 

also published on all of The Company’s public-facing websites. 

HVHC, Visionworks, PC Associates, and Davis Vision Associates 

should refer to the HVHC Policies found on the Davis Vision 

Intranet or they can contact their manager for a copy.



Policies and Procedures 

Acceptable Use

This policy establishes the rules and guidelines 

concerning acceptable access to and use of The 

Company’s information systems, including computers, 

mobile devices, cloud environments, network equipment, 

software applications, telephones and Internet 

capabilities. This policy is found on The Company’s 

Intranet sites. 

HVHC, Visionworks, PC Associates, and Davis Vision 

Associates should refer to the HVHC Policies found on 

the Davis Vision Intranet or they can contact their 

manager for a copy.



Policies and Procedures 
Recorded 

Communications

This policy defines the criteria for when it is appropriate to 

record meetings and demonstrations, the process for 

obtaining approvals, how to access recorded meetings, 

appropriate retention and store of recorded Confidential 

Information, and the responsibilities of workforce members 

who are involved in the recording of those meetings or 

demonstrations. This policy is found on The Company’s 

Intranet sites. 

HVHC, Visionworks, PC Associates, and Davis Vision 

Associates should refer to the HVHC  Policies found on the 

Davis Vision Intranet or they can contact their manager for a 

copy.



Policies and Procedures 
Flexible Work 

Arrangements

This policy describes the specific requirements for 

individuals who have a business need to work from home 

and other remote locations. The policy outlines the 

appropriate precautions that individuals must take when 

working under a telecommuting arrangement. This policy is 

found on The Company’s Intranet sites. 

HVHC, Visionworks, PC Associates, and Davis Vision 

Associates should refer to the HVHC Policies found on the 

Davis Vision Intranet or they can contact their manager for 

a copy.



DO’S & DON’TS

PRIVACY

Now that we have an understanding of what information is protected and why, let’s 

review some common do’s and don’ts regarding access, use and disclosure of 

Confidential Information.

We will then provide some workplace scenarios for you to analyze and determine the 

appropriate course of action to take. 
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Confidential Information can only be accessed, 

used or disclosed:

 as permitted by law, 

 as permitted by policy, 

 according to the terms of a Business Associate 

Agreement or other agreement,

 with the appropriate authorization from the 

individual who is the subject of the information. 

 Each category of Confidential Information is 

subject to specific data sharing policies and 

procedures.

Follow these guidelines for 

appropriate access, use and 

disclosure of Confidential 

Information
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Always apply the 

Minimum Necessary Rule 

Even if we have determined that it is OK to access, use or disclose information, we 

also have to think about how much information we are allowed to use or disclose. 

This is determined by applying the Minimum Necessary Rule. 

 Applies to ALL forms of Confidential Information – not just PHI.

 Requires that we only access, use or disclose the minimum amount of 

information needed in order to get the job done. This means that you cannot 

access information – even your own – for ANY personal, non-business 

reasons. 

 Only disclose the information to someone who has a business need to know in 

order to do their job. 

 Managers and leaders throughout the enterprise are responsible for managing 

their direct reports access to Confidential Information to ensure it is necessary 

and appropriate. 
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During the day: 

 All documents that may contain Confidential 

Information must be turned face down or put into a 

folder whenever you leave your desk for a short 

period of time (do not leave in plain view). 

 Whenever you walk away from your computer, 

always lock it using the Control-Alt-Delete function. 

EPIC system users must log out of the system or use 

the secure lock feature. 

 Prints and faxes should be picked up at regular 

intervals and delivered to the intended recipient or 

use the secure-print option when possible. 

 Unneeded paper documents containing Confidential 

Information should be shredded immediately or 

properly secured until it can be shredded.

 All passwords should be kept secure, not left in 

locations where they are accessible to and viewable 

by others.

Clean Desk Guidelines

There are a few easy steps that you 

should take during your workday and 

at the end of the day to help keep 

Confidential Information secure. 
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At the end of the day: 

If you have an office: 

 Lock your office door

If you do not have an office: 

 Secure Confidential Information in desk drawers.

 Departmental file cabinets and storage spaces that 

hold Confidential Information must be locked.

 Pick up any printed documents that contain 

Confidential Information from shared printers, 

copiers, fax machines. 

 Laptops must be cable-locked.

 All keys should be kept secure, not left in locations 

where they are accessible to others.

Clean Desk Guidelines

There are a few easy steps that you 

should take during your workday and 

at the end of the day to help keep 

Confidential Information secure. 
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Sending Confidential Information to your personal 

email account, another workforce member’s personal 

email account or the personal email account of an 

unauthorized third party is a violation of The 

Company policy. 

Your work emails and the Confidential Information 

contained in them are owned by The Company, not 

by you. 

The Company has security controls in place which 

routinely monitor the transmission of Confidential 

Information across all The Company networks. 

These security controls trigger an alert whenever an 

email is sent in violation of corporate policy. 

Individuals who violate this policy will be subject to 

disciplinary action. 

Personal Email 

Accounts
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Transmitting Confidential Information to file sharing and/or 

cloud storage sites requires approval from the Chief Privacy 

Officer and Chief Information Security Officer.

File sharing and/or cloud storage sites may lack adequate 

security controls and can introduce risks into our secure 

network, such as malware, ransomware, and/or viruses.

Convenience or ease of exchange of information are not 

alone sufficient business justifications for requesting access 

to file sharing and cloud storage sites.

Requests for exceptions must be submitted to the 

Information Security and Risk Management and Privacy 

departments for review.

Cloud Storage
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To help make sure that you understand the right thing to do and make the right decisions 

when it comes to handling our Confidential Information, we are going to provide you with 

some workplace scenarios in the next few slides. 

Remember, if you find yourself in any situation where you don’t know what to do, please 

see your supervisor or contact your Privacy Department for guidance. Please see contact 

information for the Privacy and Information Security and Risk Management departments 

at the end of this presentation.

Don’t forget the reasons why protecting Confidential Information is so important. Failure 

to follow The Company policies and procedures, threatens the integrity of the information 

that is entrusted to us and could result in loss of trust from our customers and the 

communities we serve.  

Remember, never before has healthcare data been more valuable, and our customers 

depend on each and every one of us to get it right, exceed their expectations, and 

preserve their privacy. 

What would You Do? 
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What Would You Do?

Scenario: Shayla has recently been promoted to manager. 

Shortly after her promotion, Shayla leaves to go on a family 

vacation to Mexico. Shayla is a very diligent employee and 

wants to be able to check her work emails while she’s on 

vacation, in case one of her direct reports has any urgent 

issues that arise during her trip. Shayla takes her work laptop 

with her on her vacation in order to check her work emails. 

Is Shayla’s action appropriate? 

Response: No. Shayla is not permitted to take Company-

issued computing and data storage devices outside of the 

United States. The appropriate course of action would be for 

Shayla to access her work email from her personal device via 

an approved secure application like Maas 360. In the event 

that Shayla needs to access more than her email, (i.e., 

documents from her laptop) she should reach out to 

Information Security and Risk Management.
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What Would You Do?

Scenario: Kathy is an RN at an AHN hospital. She and her 

manager are working on an issue that involves some patient 

Confidential Information they have maintained in an Excel 

spreadsheet.  Kathy’s manager is leaving early on a Friday 

and she instructs Kathy to email her the final spreadsheet 

before Kathy leaves before the end of the day.  She provides 

Kathy her Yahoo email address and instructs her to send it 

there.  Kathy knows this is her manager’s own unique email 

address and proceeds to email her the document before she 

leaves on Friday.

True or False: Kathy’s actions are permissible.

Response: False. Employees should not email Confidential 

Information to a personal email account.  The real problem 

here is that Kathy’s manager should not have asked her to do 

that in the first place. If she wanted Confidential Information 

over the weekend, she should have accessed through the 

secure VPN. 
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What Would You Do?

Scenario: Padma is leading an initiative to implement a new 

medical records system which will help users organize 

patient information more efficiently. Another department is 

already using the medical records system and invites Padma 

and her team to a demonstration of how their area uses the 

application. Unfortunately, two of the team members are 

unable to attend the meeting and it has already been re-

scheduled twice. Padma decides to record the meeting on 

her phone and email the demonstration to the two team 

members who were unable to be present. 

True or False: Since Padma shared the information to 

individuals who have a business need to know and she used 

their company email address to send the recording, Padma 

did not violate any policies. 
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What Would You Do?

Response: False. The Recorded Communication policy 

prohibits the audio or video recording of live or online 

meetings, including staff meetings, conference calls and 

demonstrations without proper approval.  Although Padma 

shared the information with individuals who had a business 

need to know, she did not obtain prior approval to record the 

meeting according to the Recorded Communications Policy.  

We must comply with the Recorded Communications Policy 

in order to ensure state and federal wiretapping laws are 

followed and that Confidential Information is protected. 
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What Would You Do?

Scenario: Hector sits on the boards of Highmark 

Inc. and AHN. At an AHN board meeting, Hector 

hears about an initiative that involves a consumer 

driven outpatient cardiology pilot which is 

scheduled to begin next month. The pilot will 

involve patients who are members of Highmark 

Inc. as well as members of other commercial 

carrier plans.  

Can Hector discuss this with Highmark Inc.?

Response: No, this project is not yet public and 

therefore is CSI belonging to AHN. It cannot be 

disclosed to Highmark Inc. until the AGH program 

is announced or implemented.

Example 1 
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What Would You Do?

Scenario: Does your response change if AGH will 

be piloting the program with Acme Health Plan 

patients first? AGH and Acme believe that the 

program will reduce costs for these patients and 

increase patient volumes at the hospital. If AGH 

achieves specified results, it will receive a bonus 

payment under its contract with Acme.

Response: No, this information is still CSI 

(dealings with payers and specific initiatives), 

even though a disclosure by Hector to his 

Highmark Inc. colleagues could result in Highmark 

Inc. being able to be the entity to partner with 

AGH on this initiative (or a similar one), and get 

the benefits of the program. Moreover, as a Board 

member, he has an obligation to keep the 

information confidential.  

Example 2 
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What Would You Do?

Scenario: Denise is a Supervisor in the Customer Service 

Department for Highmark Inc. Denise is preparing to leave for 

the day and sees that she has a meeting first thing in the 

morning to discuss a performance review with one of her 

employees. Denise gathers all the documents that contain PHI 

from her desk in her cubicle and locks them in her desk 

drawer. She puts the performance review in a folder and 

leaves it on her desk so that she has the information available 

to her in the morning. 

True or False: Since the performance review does not contain 

any member data, it is OK for Denise to leave the document in 

a folder on her desk. 

Response: False. We must secure all categories of 

Confidential Information, not just PHI. The performance review 

falls under Human Resources Information which is one of the 

categories of Confidential Information. Denise should have 

locked the performance review in her desk drawer along with 

all of the other documents.
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What Would You Do?

Scenario: Brian works as a nurse in an AHN physician 

office. Last year, Brian’s next door neighbor, Justin, was quite 

ill and had been a patient at AHN. During that time, Brian 

routinely accessed and viewed Justin’s electronic medical 

record just to see how he was doing. Frequently, when Brian 

arrived home in the evening, he told his wife, Lindsey, details 

about Justin’s treatment and progress.

Brian and Lindsey are currently in the midst of a contentious 

divorce. Lindsey, who remembers Brian telling her about his 

privacy training during their marriage, phoned AHN’s 

Employee Relations Department and reported that Brian had 

accessed their neighbor’s electronic medical record many 

times to read about his medical condition and then told her 

what he had learned. Did Brian do anything wrong?
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What Would You Do?

Response: Yes. AHN workforce members are not 

permitted to access anyone’s medical records, 

including their own records, their relatives’ records, or 

the records of co-workers without a legitimate, practice-

related reason. PHI may not be released to an 

unauthorized third party without a valid signed and 

dated Authorization for Release of Protected Health 

Information form.  One very limited exception is when a 

physician is a documented member of the treatment 

team treating himself/herself, or a family member.  

Likewise, Highmark Inc. workforce members are not 

permitted to access anyone’s information without a 

business need to know in order to perform their job.
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What Would You Do?

Scenario: Bianca is an office manager for a physician practice 

at Allegheny Clinic and has access to patient information in 

order to perform her job. Bianca’s daughter, Alexis, has been 

having an issue getting a copy of her medical record for a 

routine physical that is required by her college. Alexis is 

leaving for school next week and still does not have a copy of 

her medical record. Bianca tells Alexis to fill out a patient 

authorization form giving her permission to speak with the 

provider’s office on her behalf. Since the authorization form is 

now on file with the provider’s office, Bianca uses her work 

access at Allegheny Clinic to look at Alexis’ electronic medical 

record and print out the information her daughter needs for 

school. 

True or False: Because Bianca had obtained a signed 

authorization from Alexis, she was permitted to access her 

daughter’s medical record.   
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What Would You Do?

Response: False. The Company policy prohibits 

workforce members from accessing any information 

(including their own, those of co-workers, friends, family 

members) without a legitimate business need to use the 

information in order to do their job. Even though Bianca 

had her daughter’s authorization to assist with obtaining 

the medical record from the provider, she is using her 

work access for a personal reason which is a violation of 

policy. Bianca should have followed the normal processes 

for requesting patient records and not use her work 

access to circumvent procedures. 
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What Would You Do?

Scenario: Sarah is an executive of Highmark Inc. who 

regularly receives detailed Highmark Inc. network 

provider utilization reports from her staff. Frequently, 

these utilization reports drill down to include specific 

cost and provider reimbursement data. She actively 

participates in a number of Highmark Inc. committees 

and workgroups. 

What are the implications if:

Sarah is asked to present the current quarterly 

Highmark Inc. detailed provider utilization report at a 

Highmark Inc. Board meeting? 

Response: Nothing. Sarah is permitted to present 

Highmark Inc. Financial Information to the Highmark 

Inc. Board.

Example 1 



For Internal Use Only

What Would You Do?

Scenario: What are the implications if:

Sarah is asked to submit a summary of her report 

delivered to the Highmark Inc. Board to an executive of 

AHN for purposes of assessing utilization for AHN 

providers who were included in the report.  

Response: Sarah is prohibited from releasing this 

information to the AHN executive because the 

information is CSI as it relates to the non-AHN 

providers. However, Sarah may release information to 

AHN pertaining to AHN providers.

Example 2 
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What Would You Do?

Scenario: Rosa has access to claim information in 

order to do her job as an employee in the grievance 

department. Rosa saw her cousin, Emily, at a family 

reunion over the weekend and her cousin told her that 

she has been contacted by a collection agency for 

some unpaid claims which she thinks should have been 

covered. Emily gave Rosa her permission to help with 

her claims problem. The next day at work, Rosa looks 

up Emily’s policy and identifies the issue with the claim 

and emails someone she knows in the claim 

adjustment area to fix the issue. Rosa thinks this is 

okay since she has access to claim information in order 

to do her job, she did not adjust the claim herself and 

she has her cousin’s permission to help. 

What are the implications? 
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What Would You Do?

Response: The Company policy and minimum 

necessary prohibit the access of Confidential 

Information for personal reasons. Although Rosa has 

access to claim information in order to do her job, there 

was no business need for her to access the 

information. Also, it is never appropriate to access your 

own claim information, that of celebrities or well-known 

public figures, or the information of friends and family 

members. The correct course of action would have 

been for Rosa to engage one of her colleagues in 

customer service to contact Emily directly to resolve the 

issue. In addition, because Rosa knows Emily, she 

must recuse herself from further involvement in the 

issue to avoid a potential conflict of interest.
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What Would You Do?

Scenario: Hector sits on the boards of Highmark Inc. and 

AHN. During an AHN meeting he hears about a new research 

treatment protocol being conducted for heart transplant 

patients at Allegheny General Hospital which greatly improves 

patient outcome. He is also told that despite the success of 

the research, physicians are having trouble having it covered 

by Highmark Inc. insurance.  

Can Hector do anything with this information in his role as a 

director of Highmark Inc.?

Response: Yes, if the information regarding the new treatment 

protocol is known by members of the public, it would not be 

CSI and Hector could discuss the difficulty in getting it covered 

by Highmark Inc. insurance with the appropriate Highmark Inc. 

administrators. 
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What Would You Do?

Scenario: Lynn, a Manager in the Market Research 

Department, was given a high priority project from her leader, 

Tom. The project required her to create a PowerPoint 

presentation describing the status of a potential new product 

offering for The Company. Tom advised Lynn that he would 

need the presentation completed and forwarded to him within 

a week so that he could present it at the next executive 

leadership meeting.

Lynn was excited about the project however, she knew the 

only way that she could create the presentation, within the 

timeframe requested, was to work on it from home at night. 

Since she did not have remote access, she gathered all of the 

supporting documentation and findings she received from her 

staff and forwarded everything to her personal account. Lynn 

knew that only she could access her account. She planned to 

delete the emails once she was finished. 

Were Lynn’s actions appropriate?
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What Would You Do?

Response: No. Lynn’s actions were not appropriate. All workforce 

members are prohibited from sending emails containing 

Confidential Information to an unauthorized personal email 

address for any reason. Lynn needs to report this to the Privacy 

Department and her manager immediately so that the appropriate 

process can be followed to retrieve the information from her 

personal email account. 

Employees who need to work on specific projects offsite after 

hours are expected to utilize options such as remote access using 

a company laptop, or corporate software on your mobile device 

(from your smartphone or other mobile device), both of which must 

be requested through your Company’s IT helpdesk and approved 

by your manager. There are no exceptions. Individuals who 

send any type of Confidential Information to any personally owned 

email address and/or to any other non-The Company email 

recipient who does not have a business reason to receive the 

information, may be subject to disciplinary action and/or 

termination of employment. All work performed in the course of 

employment is considered confidential and the documents and 

information related to that work are owned by The Company.
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What Would You Do?

Scenario: Mabel works as an account service manager in the 

National Accounts area of Highmark. In providing plan administration 

reports to her self-funded group accounts, Mabel regularly sees claims 

reimbursement and utilization reports for unaffiliated providers who treat 

members of the group account.  

Mabel rides the bus every day with Sandy who works in Physician 

Services for AHN and is responsible for assisting in the recruitment of 

new physicians into the network. During their ride to work one morning, 

Sandy asks Mabel if she could research a particular physician practice 

and share their de-identified utilization and reimbursement information 

with her so that she can determine if they are a good recruiting target. 

What can Mabel say?

Response: Mabel is prohibited from sharing any of the billing, claims 

reimbursement and utilization reports of Highmark unaffiliated providers 

with Sandy because it is CSI.
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Our Information Security and Risk Management Department states that the most common 

information security threats originate from employee actions, cyberattacks, theft, and identity theft 

crimes. 

The need to identify and address internal risks to The Company’s data is a constant concern of the 

Privacy and Information Security and Risk Management departments; however, in today’s 

environment, every employee must be vigilant in protecting The Company’s data. Cyberattacks now 

target individual employees more than ever before, and every day, The Company fends them off.   

However, these attacks are becoming more sophisticated, which makes our jobs tougher. The FBI 

has observed increased attacks targeting the health care industry, since health care records are 

highly profitable to cybercriminals and typically contain all the necessary data to commit fraud 

against our customers. 

Our increasing dependency on mobile devices, embedded devices, remote connection software, 

social media and the consumerization of information technology are presenting today’s healthcare 

organizations with a variety of threats. The move from paper to electronic data has increased the 

number of avenues to acquiring customer information. 

Over the next few slides we are going to review some of the most common security threats that you 

need to be aware of to help preserve our data integrity.

Security Threats
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Social engineering

Social Engineering:
Targeted attack that persuades people to do something that 

they normally would not do, including exposing Confidential 

Information. 

Why do people fall for social engineering?

• We typically want to help others, especially those of us in 

customer service roles. 

• The attacker uses information about a specific employee to prey 

on that employee’s trust and vulnerability to help gain access to 

valuable information.  

• Attackers can use sneaky diversions to steal information without 

being noticed.

• A sense of urgency or call to action from an attacker 

impersonating someone of importance may convince an 

employee to do something that they typically will not do.
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Social engineering

Popular types of social engineering attacks 

include:
Baiting – when an attacker leaves a malware-infected physical 

device, such as a USB drive in a place sure to be found. The 

finder picks up the device and loads it into their computer, 

unintentionally installing malware.

Phishing – when an attacker sends a fraudulent email disguised 

as a legitimate email, often purporting to be from a trusted source.  

The message is meant to trick the recipient into sharing personal 

or financial information or clicking on a link that installs malware.

Spear phishing – similar to phishing, but tailored for a specific 

individual or company.

Pretexting – when an attacker lies to gain access to privileged 

data. For example, a pretexting scam could involve an attacker 

who pretends to need personal or financial information in order to 

confirm the identity of the recipient.
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Social engineering

Popular types of social engineering attacks 

include:
Ransomware – malware downloaded onto a device that locks 

employees out of their files or the entire device. The attacker 

then offers to unlock the device after a price is paid to the 

attacker.

Calling the organization on the phone to obtain information such 

as emails or phone numbers for reconnaissance purposes for 

later attacks.

Scanning information repositories (LinkedIn, Facebook, a 

company directory) to obtain personally identifiable information 

to later craft targeted emails to employees.

Tailgating/piggybacking off of an employee to gain access into a 

building or restricted area.

Shoulder-surfing while someone enters in their password.

Report suspected social engineering incidents to the ITRC at 1-

800-936-0029, or x46539. 
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Phishing is an email fraud method in which the attacker 

sends out a legitimate-looking email in an attempt to gather 

Confidential Information from recipients. The senders are 

phishing for your information so they can use it to commit a 

crime, and possibly gain access to the The Company 

network and/or Confidential Information. 

Examples of phishing email messages:

"We suspect an unauthorized transaction on your account. To 

ensure that your account is not compromised, please click the 

link below and confirm your identity.“

"During our regular verification of accounts, we couldn't verify 

your information. Please click here to update and verify your 

information.“

“Our records indicate that your account was overcharged. You 

must call us within 7 days to receive your refund.”

Phishing scams

ITSecurity@hvhc.com

mailto:ITSecurity@hvhc.com
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Phishing scams

If you receive a suspicious email that 

you believe may be a phishing attempt, 

please follow these steps: 

Step 1. Forward the email to ITSecurity@hvhc.com

Step 2. Do not forward the email to any other 

individuals. 

Step 3. Do not click on any of the links within the 

email.

Step 4. Do not reply.

Step 5. Delete the phishing email from your mailbox.

ITSecurity@hvhc.com

mailto:ITSecurity@hvhc.com
mailto:ITSecurity@hvhc.com
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Ransomware

Ransomware:

Ransomware is a type of malware that prevents or 

limits an employee from accessing his/her computer, 

either by locking the computer’s screen or by locking 

the employee’s files, unless a ransom is paid.  

Ransomware may be downloaded onto a computer 

when unwitting users visit compromised websites, 

open or download attachments from suspicious 

emails or install unapproved applications. 

Because they house large amounts of patient data, 

hospitals and physician offices are targeted for these 

types of attacks.  
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Ransomware

Ransomware:

Ways that computer systems can become 

infected with ransomware include:

• Opening malicious e-mails.

• Browsing compromised web sites.

• Clicking on a malicious advertisement present 

on a web page that you are viewing.

• Report Ransomware incidents to the ITRC at 1-

800-936-0029, or x46539 
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Ransomware

Ways you can decrease the chance of introducing 

malware:

• Be aware of emails that originate from an outside entity that 

contain [External] in the email subject line.

• Ask yourself the following questions: 

• Do you recognize the sender’s name?

• Do you recognize the sender’s email address?

• Have you received email from this sender in the past?

• Are you expecting to receive email at your work email address 

from this sender?

• Do not give out your work email address for personal use.

• Do not click on links or open attachments that you do not 

recognize or links to unfamiliar web sites.

• If the email contains some information that appears to be too 

good to be true, it probably is.
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Insider Threats

Insider threats come from people with intimate 

knowledge of the organization, such as current 

and former employees, contractors or business 

associates, who have inside information 

concerning The Company. 

Anyone with information concerning The Company 

business including security practices, data and 

computer systems could present an insider threat. 

Their actions may involve fraud, the theft of 

Confidential Information, the theft of intellectual 

property, or the sabotage of computer systems. 

Be aware when it comes to the activities of your 

peers. Report suspected insider threats to the 

Privacy Department.  
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Insider Threats

Common behaviors to identify an insider threat

• Frequently sending Confidential Information to a personal email 

account

• Remotely accessing the network while on vacation, sick or at odd 

times 

• Working odd hours without authorization

• Notable enthusiasm for overtime, weekend or unusual work 

schedules 

• Unnecessarily copying material, especially if it is Confidential 

Information

• Interest in matters outside of the scope of their duties 

• Signs of vulnerability, such as drug or alcohol abuse, financial 

difficulties, gambling, illegal activities, poor mental health or hostile 

behavior, should trigger concern. 

• The acquisition of unexpected wealth, unusual foreign travel, 

irregular work hours or unexpected absences
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Telecommuting Guidelines

Not only must we be mindful of good privacy and security practices while on The Company 

premises, there are some important things to consider when working outside of the office. 

While laptops, smart phones and other mobile devices are extremely useful tools, they can 

also pose a significant risk if they are not properly secured. If you are working outside of the 

office, you must follow all the rules for physical security. 

Your offsite work environment must mirror the The Company onsite work environment, as 

much as possible. Consult with your manager or security official for specific guidance on 

telecommuting arrangements. Depending on the frequency of the teleworking arrangement, 

employees may be required to sign a Telecommuting Agreement to certify their understanding 

of the telecommuting arrangements. 

The Company and Highmark Inc. employees should follow the Flexible Work Arrangement 

Policy while AHN employees should follow the applicable telecommuting policies. 

Please proceed to the next slide to review some telecommuting guidelines to help protect 

Confidential Information when you work outside of the office.
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Telecommuting Guidelines

• Secure your workspace: Do not let anyone else, including family 

members, access your corporate device and other files or 

documents.

• Do not use your corporate computer for personal activities.

• Do not use unsecure wireless networks (i.e. public wifi hotspots) to 

protect Confidential Information from unauthorized access.

• Do not leave confidential documents in plain view. This includes 

what is on the screen and anything that may be printed out. 

• Do not attempt to alter security or administrative settings.

• Treat your corporate computer as you would if your boss was 

watching.

• Lock your computer at all times, regardless of the location of your 

workstation.

• Ensure that your screen is for your eyes only. Avoid making 

information on your device available or viewable or audible to third 

parties.

• For Managers who have employees that work from home, ensure 

that all materials and assets are immediately returned in a secure 

manner. 
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To help make sure that you understand the right thing to do and make the right 

decisions when it comes to handling our Confidential Information, we are going 

to provide you with some security-related workplace scenarios in the next few 

slides. 

What would You Do? 
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What Would You Do?

Scenario: Matt works as a Help Desk Specialist. He has 

been given an administrative account to assist users who are 

having issues with their computer systems. During off-hours, 

Matt utilizes his administrative credentials to download and 

install BitTorrent. BitTorrent is a software tool that allows 

someone to send and receive data faster by sharing available 

server space. 

Since Matt did not download and install BitTorrent during work 

hours and because he did not use it to download any 

copyrighted or protected media, Matt believes he is not in 

violation of any policies. He believes what he has done is for 

the benefit of the organization.

Did Matt misuse his administrative access?
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What Would You Do?

Response: Yes. Matt was given administrative 

privileges to do his work and troubleshoot system 

problems for users in the organization. The Company 

only permits authorized programs to be installed on its 

systems. Regardless of the fact that it was during off-

hours, Matt is not allowed to use his administrative 

credentials to bypass security controls and install 

unauthorized software.
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What Would You Do?

Scenario: Trish works in the Call Center. All incoming and 

outgoing calls from her phone line are recorded for quality 

assurance purposes.   All inbound calls to Trish’s line 

receive an automated message that the line is being 

recorded.  One day, Trish receives word that a training 

session will run past the time she typically leaves to pick 

her son up from daycare.  Trish calls the daycare from her 

work phone to notify them that she will be late.  

Has Trish done anything wrong?

Response: Yes – If she failed to notify the daycare center 

employee who answered the phone that the line was being 

recorded, then Trish failed to comply with the Recorded 

Communications Policy. Since her line is a recorded line, if 

she uses her office phone, she must notify the recipient of 

her outbound calls that the line is being recorded.  
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What Would You Do?

Scenario:  Rosie works from home as a customer service 

representative.  Rosie has been issued a company phone 

and laptop.  Rosie’s company phone and laptop are 

located in her family room at a computer desk that the rest 

of her family uses.  Since the family computer has been 

experiencing connection issues, Rosie’s husband, Otto, 

asks to use Rosie’s work laptop to purchase Gino Vannelli 

tickets. Rosie provides Otto with her login password and 

Otto searches for Gino Vannelli tickets.

What three things has Rosie done to violate corporate policy?

a) Rosie did not setup a private workstation within her home.

b) Rosie permitted an unauthorized user to access her 

corporate asset.

c) Rosie shared her login credentials.

d) Rosie let Otto spend money on a Gino Vannelli concert.
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What Would You Do?

Response: A, B, and C. If you are working outside of 

the office, you must follow all the rules for physical 

security. Your offsite work environment must mirror the 

The Company onsite work environment, as much as 

possible.   In addition, employees are NEVER permitted 

to share login credentials or corporate assets..
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What Would You Do?

Scenario: You work at United Concordia and are responding to a 

government inquiry.  They have requested that a number of 

member records be faxed to them. It has been a crazy day and 

you just finished faxing a number of documents to different parties. 

As a result, you fax the records intended for the government to a 

hospital. The hospital calls you upon receipt of the fax. They 

agree to shred all of the information and you fax the information to 

the government.

Since the incident was immediately identified and rectified, who 

should you contact regarding the incident, if anybody?
a) Human Resources

b) Your manager and Privacy

c) No one.  The matter is resolved

Response: The correct response is B. Any incident of an 

inappropriate disclosure of PHI should be brought to the attention 

of your manager and Privacy. The Privacy Department will be able 

to identify any obligations which need to occur as a result of the 

incident and the accompanying risk assessment.
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What Would You Do?

Scenario: One Friday afternoon Gerald is working on a big 

project that he and his team must complete by Monday. 

Everyone else has already left for the weekend.  As he is 

about to logout and secure his desktop for the day, he 

receives an email from an address that appears to belong to 

his manager.  She says she has found an important article 

Gerald should look at ASAP, and provides a link.  The email 

has been flagged as [EXTERNAL], but Gerald knows his 

manager has already left, so perhaps the email has been sent 

from her personal account.  Gerald is eager to be finished with 

the project, and assumes that the linked article was sent to 

provide information that he can leverage.  

What should Gerald do?
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What Would You Do?

Response:

Gerald should NOT click the link. He could, instead, call 

his manager to confirm that she sent him the article.  If 

he cannot confirm that the email is legitimately from her 

then he should forward the email to 

ITSecurity@hvhc.com.

Phishing attackers often pose as executives providing 

instructions to employees.  Never send Confidential 

Information to, or click any links/attachments from, 

accounts you cannot confirm come from the source 

they claim to be. 

mailto:ITSecurity@hvhc.com
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What Would You Do?

Scenario: Michael Smith is an executive assistant. He 

receives an email claiming to be from FedEx stating 

that he has a past due invoice. He does not remember 

ordering anything from FedEx, or seeing an invoice 

from FedEx. He opens the document and it appears to 

be a legitimate invoice, but it also asks him to download 

a file. When he downloads the file, a popup shows up 

on his screen and lets him know that all of his files have 

been encrypted and he now has to pay a ransom to 

have them decrypted. Now in a panic because he has 

many files that contain proprietary and Confidential 

Information, should Michael pay the ransom?
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What Would You Do?

Response: No. Workforce members are never 

permitted to pay any amount in response to a 

ransomware attack.  By paying the ransom, 

Michael could enable the malicious actors to 

install additional malware on the system or refuse 

to restore the locked files.  In addition, Michael 

should not have opened the attachment in the first 

place if he was suspicious of its legitimacy.  

Michael should have forwarded the email to 

ITSecurity@hvhc.com.

mailto:ITSecurity@hvhc.com
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What Would You Do?

Scenario: Brandy is a medical assistant for a physician 

practice that has several office locations.  Brandy 

travels to all of them.   The North and South offices use 

an electronic medical record system, but the West 

office still relies on paper.   Therefore, when she travels 

to the West office, she must bring paperwork with her 

that often times contains PHI for their patients.   The 

practice has chosen to use a large canvas bag with a 

combination lock when transporting PHI to and from the 

West office.

On her way to the West office, Brandy decides she has 

time to take an early lunch and stops at a local 

restaurant along the way.  Brandy gets out of the car 

and forgets the canvas bag in the back seat of her car. 

Were Brandy’s actions appropriate? 
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What Would You Do?

Response: No. The HIPAA Privacy Rule requires that 

health plans and providers protect all customers’ health 

information regardless of its form (verbal, paper, 

electronic). For this reason, when transporting paper 

records containing PHI, the information must be 

handled appropriately and established safeguards for 

protecting patient information must be followed.  Brandy 

should have delivered the patient records before taking 

her lunch break or secured them in her locked trunk.  It 

was not appropriate for Brandy to leave information 

containing PHI in plain view. 
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What Would You Do?

Scenario: James is leaving for the day and sees Susan who 

works in the same building waiting outside the doors. As he 

leaves, Susan yells, “Wait! Please hold the door. I forgot my 

badge.” James says, “Sure, I’ve seen you around” and holds 

the door so that Susan can enter the building without swiping 

a badge.  Joan sees what James did and goes to the 

Security Desk to report that there is a person in the building 

without a badge.  

Has Joan overreacted? 

Response: No.  Joan did not overreact.  James was certainly 

permitted to hold the door for Susan; however, all workforce members 

and in most cases, visitors, entering any The Company facility must 

wear their badge and swipe it at established security checkpoints. 

Everyone is prohibited from following another person into a facility 

without first swiping their own badge (i.e., piggybacking or tailgating is 

prohibited). Everyone has a duty to report violations.
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What Would You Do?

Scenario: Today is Jane’s birthday so all of her co-

workers decorated her desk as a surprise and left a 

cake and gifts for her on her at desk. While she was 

opening her gifts at her desk, Joe surprised her and 

took a picture using his smartphone. Later, he posted it 

on his Facebook page to wish her a Happy Birthday.

Were Joe’s actions appropriate in this situation?

Response: No. Joe should not take any photographs 

with his personal smartphone, or any camera, on 

company property. The Company policy prohibits the 

use of cameras on company property.
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What Would You Do?

Scenario: Dr. Carbona is a resident for AHN. Maureen 

is his department’s Administrative Assistant. Dr. 

Carbona informs Maureen that he will be leaving AHN 

and requests that she contact the Technical Assistance 

Center and submit a request to have his corporate 

email and certain radiology images residing on the 

corporate network transferred to a personal hard 

drive. Maureen submits the request and is advised by 

the Information Security and Risk Management 

Department that this is not permitted. Dr. Carbona is 

visibly frustrated. Several days later, Maureen observes 

him attempting to copy data from the corporate network 

to a thumb drive.

What should Maureen do? 
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What Would You Do?

Response: Maureen should advise Dr. Carbona that 

this is not permissible and then report her observations 

to the appropriate privacy and security areas, as he 

shows signs of someone who might present an insider 

threat. The radiology images are also Protected Health 

Information.  
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What Would You Do?

Scenario: Roger receives an email from an external email 

address which discusses the Company’s upcoming golf event. 

The email contains a link to a URL and an urgent request to 

click on the link to register for the event. The first 10 

employees who register for the event will win a new set of 

clubs. Roger looks closely at the email and notices that some 

of the words are misspelled. He then hovers over the URL link 

and the path just doesn’t look right. Roger is not sure if the 

email is legitimate or not, but he could really use a new set of 

golf clubs. 

What should Roger do? 
a) Click on the link and register for the event. After all, if Roger delays 

he might not win a new set of clubs. 

b) Reply to the sender and ask if the email is really legitimate. 

c) Report the email to Information Security and Risk Management 

Department via the ITSecurity@hvhc.com email address.

d) Forward the email to someone in his department that he doesn’t 

like and let them click on it to see what happens. 

mailto:ITSecurity@hvhc.com
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What Would You Do?

Response: The correct answer is C. The 

appropriate course of action is to immediately 

report the email to ITSecurity@hvhc.com.

mailto:ITSecurity@hvhc.com


Report the issue 
immediately!!

If you know of or suspect that Confidential 

Information has been accessed, used or 

disclosed improperly, you must immediately

report the issue to the Privacy Department. 

The Company has stringent obligations and 

duties to uphold when information is handled 

improperly and those obligations are subject 

to strict timeliness requirements. Delayed 

reporting or failure to report may result in 

serious regulatory consequences and may 

even threaten our customers’ trust in us.

It is important to know that if you report a 

suspected or actual violation, you are 

protected from workplace retaliation. 



Davis Vision

Privacy Incidents:

Email: Privacy@davisvision.com

Telephone:  1-800-571-3366 or x26461

Security Incidents: 

Email: ITSecurity@hvhc.com

Telephone: 1-800-936-0299 or x46539, option 6

CSI related incidents and inquiries:

Email: infomgmtdecisions@highmarkhealth.org

Telephone: 1-877-959-4160

How to report a Privacy or Security 

Incident

Report all known or suspected Privacy or Security Incidents to your 

immediate supervisor, and to: 

HVHC, Visionworks & PC Associates

Privacy Incidents:

Email: HVHC_Compliance@HVHC.com

Telephone:  1-800-247-4037 or x26422

Security Incidents: 

Email: ITSecurity@hvhc.com

Telephone: 1-800-936-0299 or x46539, option 6

CSI related incidents and inquiries:

Email: infomgmtdecisions@highmarkhealth.org

Telephone: 1-877-959-4160

mailto:Privacy@davisvision.com
mailto:ITSecurity@hvhc.com
mailto:infomgmtdecisions@highmarkhealth.org
mailto:HVHC_Compliance@HVHC.com
mailto:ITSecurity@hvhc.com
mailto:infomgmtdecisions@highmarkhealth.org


Thank you!


